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Fitness trackers are increasingly popular. The data they collect provides substantial benefits to their users, but it also creates
privacy risks. In this work, we investigate how fitness-tracker users perceive the utility of the features they provide and the
associated privacy-inference risks. We conduct a longitudinal study composed of a four-month period of fitness-tracker use
(N = 227), followed by an online survey (N = 227) and interviews (N = 19). We assess the users’ knowledge of concrete privacy
threats that fitness-tracker users are exposed to (as demonstrated by previous work), possible privacy-preserving actions users
can take, and perceptions of utility of the features provided by the fitness trackers. We study the potential for data minimization
and the users’ mental models of how the fitness tracking ecosystem works. Our findings show that the participants are aware
that some types of information might be inferred from the data collected by the fitness trackers. For instance, the participants
correctly guessed that sexual activity could be inferred from heart-rate data. However, the participants did not realize that
also the non-physiological information could be inferred from the data. Our findings demonstrate a high potential for data
minimization, either by processing data locally or by decreasing the temporal granularity of the data sent to the service
provider. Furthermore, we identify the participants’ lack of understanding and common misconceptions about how the Fitbit
ecosystem works.
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1 INTRODUCTION

Wearable devices, such as fitness trackers,! were among the top worldwide fitness trends from 2016 to 2020 [100].
In recent years, fitness tracker brands such as Fitbit have attracted much attention from both users [95] and
technology giants such as Google [107]. Fitness trackers enable users to continuously collect large amounts of
physiological data, ranging from step counts to heart rate. The first generation of users who started benefiting
from wearable devices were ‘self-quantifiers’: technology-savvy individuals who use wearable devices to log
their physiological data and behaviors to learn more about themselves [15, 63]. Today, wearable devices are more
pervasive, easier to use, and more affordable than ever before. As a result, individuals who are not technologically
savvy can also reap the aforementioned benefits of fitness trackers. These users can self-reflect on their data [53],
and set goals [74] to maintain a healthy lifestyle and to improve their well-being.

Despite the enormous benefits fitness trackers offer, their use can involve privacy risks [3, 40, 86]. First, a user
may choose to share their data with their tracker’s manufacturer and/or the manufacturer’s affiliates [101]. Users
can also compromise their privacy for the benefits provided by third-party organizations (e.g., giving access to
insurance providers in exchange for lower premiums [22, 96]). Furthermore, users can also expose their fitness
data on online social networks for self-presentation [6]. In addition to data leakages, earlier studies showed that
the existing machine-learning techniques are capable of inferring users’ sensitive information from their fitness
tracker data (e.g., drug consumption) [7, 10, 20, 65-67, 82, 92, 104]. Although in some cases these inferences
could benefit users (e.g., diagnosing COVID-19 [41, 81]), the mainstream media have reported several privacy
and security incidents involving fitness trackers [40, 86].

Earlier research showed that fitness-tracker users perceive their devices as being mostly beneficial [6, 62, 108].
However, most users are not well-informed about the privacy risks associated with their device [6, 34, 90, 108].
Hence, users have an overall low level of privacy concerns [62, 108]. Users also do not take sufficient actions to
protect their privacy [4, 34, 62, 108]. Despite this previous body of research, we have a limited understanding
of the utility that users associate with these devices and the most common privacy concerns that could arise
after repeated use of this technology. In this work, we assess users’ perceptions of the utility of their fitness
trackers, as some user behaviors related to utility might have further implications for privacy. In particular, we
evaluate the potential for data minimization [14, 57], i.e., preventing the collection and transfer of data that does
not contribute to a feature considered significantly useful by the users. While studying users’ perceptions of
fitness-tracker’s utility, we also assessed their knowledge of privacy threats about different types of information
that can be inferred from data collected by fitness trackers. Additionally, as users’ awareness of privacy risks
is closely related to their understanding of how the fitness tracker ecosystem functions (see Appendix A), we
investigate their mental models [69] regarding how fitness tracker data is transmitted between, and processed
by, different entities (e.g., fitness tracker, smartphone, servers, etc.). This is indeed in line with the definition of
privacy by Nissenbaum [77] that privacy is adopted by appropriate flows of information. The appropriateness of
information flow is defined by established contextual norms between different entities (i.e., senders, recipients,
and data subjects), information type, and transmission principles (i.e., the constraints that control information
flow). Lastly, we are interested in learning more about the reasons for the privacy-preserving actions that fitness
tracker users take. To this end, we pose the following research questions:

RQ1. How do users value the utility of features, types of data, and platforms in the fitness-tracker ecosystem? In
particular, how much loss of detail would users be willing to accept to protect their privacy?

RQ2. How do users perceive privacy in the context of fitness trackers? In particular, which types of sensitive
information do users think can be inferred and with what accuracy?

1“Fitness trackers’ refers to any wrist-worn wearable devices that can collect fitness data. For instance, Fitbit, Garmin, and Jawbone are the
most common types of fitness tracker [39, 44, 61].
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RQ3. How well do users understand the information flow among the devices, the companion app, and the
supporting online services?
RQ4. Which behaviors would users engage in to protect their privacy?

In order to answer our research questions, we conducted a longitudinal study with young university students
(N = 227). We provided all of our participants with fitness trackers and asked them to use the trackers for four
months. At the end of the four months, we asked these individuals to complete an online survey (followed by an
interview with some of the respondents, N = 19). The survey included questions about fitness-tracker users’
privacy-risk awareness, privacy-preserving actions, and their perceptions of utility of their devices. To assess our
participants’ mental models, we also asked them to make a drawing of how they think the data collected by their
tracker is transferred and processed.

Our findings showed a high potential for data minimization without affecting the perceived utility of the
fitness trackers. Most notably, we found that most of the features that users find significantly useful could
be implemented by only storing the data locally on the users’ smartphone (i.e., without sending it to Fitbit’s
servers by default), as very few participants reported accessing their data through Fitbit’s website or with other
connected devices. We found that the participants showed concerns about sensitive information being inferred
from their fitness tracker data. However, their level of concern did not match their perception of how precisely
different types of information could be inferred. Moreover, the vast majority of our participants showed a limited
understanding of how the Fitbit ecosystem works. This could partially explain why participants did not think that
it was possible to infer various types of sensitive information that are —in fact- possible to infer, as demonstrated
by prior studies.

In this work, we provide an empirical contribution about how users of fitness trackers evaluate the utility
of their device. Also, we contribute to a better understanding of the privacy risks (and functioning) typically
understood by the users of this technology. Our findings can inform the design of new privacy-preserving
strategies and data-minimization techniques for fitness trackers.

2 RELATED WORK

In this section, we review earlier studies on fitness-tracker users’ perceptions of the utility of their devices,
and we discuss the effect of the perceived utility on users’ privacy decisions and possible implications for data
minimization. Next, we look at prior studies about data inference and fitness-tracker users’ perceptions of privacy.
Last, we review the actions users take to protect their privacy. Prior work in this area is vast, so literature surveys
have been compiled to support researchers [19, 21, 23, 39, 48, 79, 88, 91, 93]. In the following sections, we will
refer to the individual studies and not to the surveys.

2.1 Utility Perceptions, Privacy Calculus, and Data Minimization

Utility perceptions of fitness trackers vary among users [12, 87]. The type of device they own, their technical
expertise, values, and attitudes can influence their perceptions of the utility of the devices. An earlier study
shows that users value functional factors more highly than hedonic attributes [45]. Prior research found that
users of this type of device consider fitness and health-oriented data more important than social features such
as messaging or sharing functions [94, 108]. Fitness-tracker users also have concerns that are related to their
perceptions of the utility of their devices. Users can worry about how to present themselves by using fitness
information, and they can be unsure about what the acceptable norms for sharing fitness information are [6,
p- 429]. Prior research has found that these users are typically concerned about the type of fitness data that could
be interesting to share [101], and users are often unsure about who would be interested in seeing their fitness
data [74, 76].
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Earlier research [12] found that users can be categorized into three general types: benefit maximizers (i.e.,
those who have utility preferences), fact enthusiasts (i.e., those who are interested in the motivational aspects
of the fitness trackers), and data protectors (i.e., those who prioritize privacy). While using their trackers, users
not only consider the utility aspects but also usually perform risk-benefit analyses (i.e., the so-called privacy
calculus) [38, 59]. Users consider the trade-off between receiving relevant and personalized health information,
the sensitivity of this information, and the existence of legislative data-protection mechanisms [59]. However,
some users might not be sufficiently aware of the potential privacy risks that are involved in using fitness
trackers [9]. Therefore, some users are not able to properly make informed decisions [62]. Research shows that
fitness-tracker users usually give more weight to the utility rather than the privacy aspects [12, 105]. Users could
be willing to sacrifice their privacy for utility, especially if they are ensured that the tracker provides considerable
benefits [108]. In contrast, in other contexts users could be willing to compromise utility for privacy. For example,
in the context of location check-ins, Bilogrevic et al. [11] studied how privacy-preserving techniques, such as
obfuscating location information at the semantic and geographical levels, affect the perceived utility of the users
and found that obfuscating geographical information had a less negative effect on users’ utility than obfuscating
semantic information did.

To the best of our knowledge, no existing work has investigated the opportunities for increasing fitness-tracker
users’ privacy, without affecting their perceived (or the concrete) utility of the technology. In particular, we
are interested in studying this from a data-minimization perspective.? To elaborate, we aim to discover which
platforms (e.g., the tracker itself, companion app, website) are less frequently used to view the fitness data, and
which forms of data representations (e.g., different intervals and aggregations) could be perceived as sufficient for
most fitness-tracker users.

2.2 Information Inference and Knowledge of Privacy Threats

Information inference is feasible with different types of data [2, 17, 42, 106]. But one particularly threatening case
of inference attacks is related to fitness trackers [3, 40, 86], as they continuously collect users’ physiological data
that can reveal sensitive information related to their habits, behaviors, and beliefs. Inferences can be made by
attackers by using machine-learning algorithms [7, 10, 20, 65-67, 82, 92, 104], and manually, wherein users could
simply reflect on their peers’ activity data and infer their sensitive information such as their lifestyles [37, p. 1653]
or health conditions [36, p. 4317]. The former, however, is more concerning, as it can be done by malicious users
and with higher accuracy. Research showed that attackers can precisely infer users’ sensitive information such
as smoking cigarettes [92], alcohol intoxication [7], illegal drug consumption [82], smartphone keystrokes (e.g.,
passwords) [65], and mechanical padlock codes [67].

With regard to inferences of sensitive information from other sources of data, Zimmer et al. [108] found that
users are usually not aware of potential threats. More specifically related to the domain of fitness trackers, Schnee-
gass et al. [90] found that non-expert fitness-tracker users could not distinguish between raw data and derived
data. Consequently, users are more likely to underestimate potential inference threats. Furthermore, Gabriele and
Chiasson [34] found that fitness-tracker users think that data inference is technically possible but unlikely to
occur. For example, 61% of their participants found that it is possible to reject job applicants because of their poor
mental health, as inferred from their sleep data, but only 21% of the respondents thought that such a scenario
would be likely to occur [34, p. 5].

Overall, fitness-tracker users show a low level of concern regarding privacy [62, 108]. A significant portion of
these users think no one would be interested in their data [108], and others fully trust the service providers to

Note that data minimization is one of the core principles of the privacy-by-design approach [14, 57]. For instance, if a participant looks only
at their step data and does so only on the tracker itself, there is no need to send this data to the fitness tracker company’s servers. Also, if a
participant is not interested in their sleep data, then this data should not be collected in the first place.
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keep their data secure [6, 108]. The lack of privacy concerns can be attributed to a lack of understanding about
inference attacks, as explained previously, or to the lack of awareness about how their data is collected and how it
can be used [4, 62, 101]. Specifically, some functionalities offered by the service provider might create additional
vulnerabilities for attackers to exploit (e.g., step counts sharing). Users are more or less concerned, depending on
which type of data (e.g., step counts, sleep graphs, average active hours, etc.) would be shared and with whom
(e.g., friends, employers, advertisement companies, etc.) [34, 75]. Users primarily worry about location data [73?
]. Weight and sleep data are considered sensitive [60, 80]. Users are less comfortable sharing graph data (e.g.,
weight graphs) as compared to sharing aggregated statistical data (e.g., lifetime floors climbed) or personal data
(e.g., birthday) [34]. Additionally, users would be more concerned if they thought that some of their data could
be used to identify them [4, 36, 108]. For example, in recent research, users expressed higher levels of concern
about situations where they noticed that their step-count data can reveal vital information about their daily
activities [4, 36]. Furthermore, considering the recipients of the data being shared, users are concerned about 3rd
parties, such as insurance companies [6, 34, 96], employers [6, 34, 36, 62], and advertising agencies [34], more
than about other users of the same service.

While a previous work [34] studied the likelihood and plausibility of privacy breaches and information
inference in different scenarios, in this work, we essentially focus on the information type. We seek to understand
whether users think that different types of sensitive information (e.g., political views or personality traits)
could be inferred accurately from their fitness data, and how they would rank the risks connected with these
types of sensitive information being inferred accurately. Also, despite the vast literature on fitness tracker
users’ knowledge [4, 34, 62, 90, 101, 108], it is unclear how much users understand about the architecture of the
fitness-tracker ecosystem and its associated risks. Therefore, our objective is also to study the mental models that
fitness-tracker users have of these technical platforms [69].

2.3 Privacy-Preserving Actions

Fitness-tracker users usually take limited actions to preserve their privacy [4]. Most of the time, privacy-preserving
actions are only limited to the first-time setup [108]. Prior research found that users typically do not change the
default settings, and they do not read the privacy policy or the terms and conditions agreements [34]. Gabriele
and Chiasson [34] found that only half of the users, in their sample, set their data sharing preferences. Prior
research suggests that fitness trackers have limited privacy controls and that users of fitness trackers want more
granular controls [13, 62]. Concerning the sharing of this type of data, a recent study found that users might
agree to share their fitness data with their employers, but only if they could delete certain parts of their data
before sharing [52]. Similarly, ? ] reported that users would share their location data if they could be assured that
it would be deleted after some time.® In this context, we are interested in knowing what actions users might take
to protect their privacy. Given prior research in this area, we posit two hypothetical sets of actions: i. not wearing
the tracker, to stop data collection during specific times; ii. reducing the granularity of the information being
collected by the device (i.e., selecting limited information and recording only that information) instead of coarse
recording (i.e., recording everything).* Given that granular recording is limited in current off-the-shelf (Fitbit)
fitness trackers, understanding users’ perceptions could inform novel and usable privacy-preserving strategies
for designers.

3Note that this would not guarantee the users’ privacy, as the data could be leaked during the time it would be available to the service
provider or the users.

“Note that the ability to reduce the granularity of the recorded data is available in some fitness tracker models. For example, the Fitbit
Inspire HR enables disabling heart-rate recording, but not other sensors [26, p. 17]. These settings could be hidden in the Fitbit tracker
software, hence most users are likely not aware of their existence.
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3 METHODOLOGY

To answer our research questions, we organized a longitudinal study involving N = 227 individuals. Our study
was based on another study conducted over a four-month period, from May 2020 until September 2020.° This
other study had another research goal (not reported in this paper). It was designed to evaluate whether personality
traits could be inferred from step counts collected by fitness trackers. Building on this other study, we had access
to a group of participants who used the same wearable-device model and the same companion app. This choice
ensured that the participants had been exposed to the same type of technology for a similar amount of time.
We deployed an online survey and conducted semi-structured interviews with a sub-sample that demonstrated
interesting behaviors with regard to the use of the fitness trackers.

3.1 Apparatus

The purpose of the other study was to collect the fitness tracker data of a set of participants who use a specific
model of fitness tracker, namely the Fitbit Inspire HR. We chose this specific tracker as Fitbit trackers have often
been used in research [39] due to their reliability [5, 39]. Furthermore, Fitbit is one of the market leaders for
life-style tracking devices for the general public [39, 43, 61], and Fitbit provides a convenient Web API to third
parties for accessing user data (using OAuth®) [27, 28, 39]. Furthermore, the Fitbit Inspire HR was a general
purpose fitness tracker with a large user base. It also collects a wide range of data types (including step count,
activities, sleep, and heart rate). Each participant was provided with a Fitbit Inspire HR, which we purchased for
the study. At the start of the study, our participants had to create a Fitbit account and grant us access to their
data by using the Fitbit APL; thus, we could retrieve their fitness data from Fitbit’s servers through the provided
APIs. For each participant, we collected the following information from their Fitbit accounts: the number of steps
taken every minute, the average heart rate every minute, sleep related information (i.e., bedtime, wake-up time,
and sleep phases), and the sports activities that are automatically detected by the device.

3.2 Participant Recruitment

The participants were recruited through LABEX, a dedicated structure at the University of Lausanne that organizes
behavioral studies with a pool of around 8000 students. These students came from the University of Lausanne
(UNIL) and the Ecole Polytechnique Fédérale de Lausanne (EPFL), which are located in the same geographical
region. The participants were contacted by e-mail and those who showed interest in the study had to fill a
screener questionnaire. The screener allowed us to verify the eligibility of potential participants and to ensure
some diversity in terms of gender and field of study. More specifically, the selection criteria were (1) to own
a smartphone that is compatible with the Fitbit application, (2) to possess sufficient mastery of French,” and
(3) to not be current users of fitness trackers to avoid that they use their own device instead of the one we
provide.® A total of 981 individuals answered the screener questionnaire and 429 were eligible with respect to the
aforementioned criteria. According to the number of devices at our disposal, and with one participant dropping
out,’ we finally collected data from 227 individuals.

5The effect of the COVID-19 pandemic on our participants’ lives was limited as most venues (including shops and restaurants) were open
and there was no lock-down in the region where the study was conducted. To verify this claim, we checked the participants’ fitness data.
On average, they walked 8523 steps per day (STD = 2850). These numbers are similar to statistics published by Fitbit [54] that show Swiss
people walk around 9000 steps per day.

6https://oauth.net/Z/, last visited: Feb. 2021.

"The surveys, which contain (official translations of) standardized questionnaires, and the interviews were conducted in French.

8We did not exclude participants who had used fitness trackers in the past.

“Due to having an allergic skin reaction to the wristband of the fitness tracker.
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3.3 Procedure

The participants, one at a time, enrolled in the study and picked up their tracker. We explained the conditions
of participation, the data that would be collected, the associated data-management plan, and the procedure for
withdrawing from the study (in case they chose to do so). The participants could withdraw from the study at
any point and, if they did so, the data we collected about them would be deleted. The participants had to sign a
consent form with all the aforementioned information. The participants had to wear the tracker throughout the
day, but could choose to wear it at night or not.

As a financial incentive the participants were paid 60 CHF (= 67 USD) at the end of the study and were allowed
to keep the tracker. Our study was approved by our institutional review board (IRB).

At the end of the study, the participants had completed an exit questionnaire that we describe in Section 3.4. This
exit questionnaire included a question asking the participants whether they would be interested in participating
in a follow-up interview that we describe in Section 3.5. Interviewees were paid an additional 35 CHF (= 38 USD)
for participating. These follow-up interviews were conducted three months after the end of the data-collection
period.

3.4 Design of the Survey

The questionnaire was designed to collect information about various aspects of how fitness trackers are used.
Specifically, we designed questions around the level of concerns that participants have with fitness trackers
and the privacy risks that they could foresee. We also probed the participants’ knowledge about the concept
of information inference. The survey questions were designed collaboratively by all the research members to
provide relevant data to the research questions. After an initial draft of the survey was ready, each team member
iterated the document by providing comments, refining the language and the instructions, and by testing the
logic of the questions. The survey comprised 25 items spread over 10 sections. An English transcript of the survey
can be found in Appendix B.*

Sec. 1 This section contained demographic questions (e.g., gender and faculty in which the participants study) to
characterize our sample and to configure the skip-logic of the rest of the survey questions.

Sec. 2 This section focused on the participants’ self-perceived privacy risks regarding the use of fitness trackers
(cf. RQ2), and it sought to understand which privacy-related actions participants might have taken during
the study (cf. RQ4). The privacy-related-actions question contained a predefined list of actions, including
reading Fitbit’s terms and conditions and changing the privacy settings in their Fitbit account. These actions
were selected based on the options that can be found within the Fitbit app and website and were also
informed by the results of a previous study [34].

Sec. 3 This section focused on the participants’ knowledge about the hardware of the tracker (cf. RQ3) and about
which sensors they would disable to protect their privacy (cf. RQ4). The sensors list consisted of all those
actually embedded in the Fitbit Inspire HR and of several sensors embedded in other devices. We chose
to include sensors that are not actually embedded in the device, in order to better gauge the participants’
technical understanding.

Sec. 4 This section collected the participants’ perceived likelihood of (and concerns about) certain types of
information being inferred (cf. RQ2). The information types were selected either based on previous studies
(e.g., alcohol consumption [7], illegal drug consumption [82]), or based on the EU General Data Protection
Regulation (GDPR)'! (e.g., religious beliefs, political opinions, sexual activity, and sexual orientation [99]).

10A transcript of the original survey in French is available on the Open Science Framework repository. See https://doi.org/10.17605/OSF.I0/
56EXZ, last accessed October 2021.
1See https://eur-lex.europa.eu/eli/reg/2016/679/0j, last accessed October 2021.
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Fig. 1. Alternative Uls for daily step counts (as would be seen in the Fitbit app). The participants had to rate the utility of the
different levels of information shown in each variant, thus enabling us to evaluate the potential for data minimization by
using ranges instead of precise values.

Sec. 5 This section sought to understand which data types collected by the tracker participants find useful (cf. RQ1),
and to assess the frequency of use of each platform for viewing (1) step and heart-rate data, and (2) sleep
data. We group step- and heart-rate data together, as they are calculated on the fitness tracker, whereas
sleep data is calculated on Fitbit’s servers. The purpose of these questions was to evaluate the potential for
data minimization as a means of privacy protection.

Sec. 6 This section asked how many times per day the participants removed their tracker and why they did
so (cf. RQ4). If participants selected that they removed the tracker for privacy reasons, they were given
an additional question asking about which privacy related reasons they removed it. We identified the
predefined options, before running the survey, by deploying a short survey with open-ended questions
among 33 fitness-tracker users.

Sec. 7 This section focused on how often the participants wore their tracker at night and why they chose not to
wear it (cf. RQ4).

Sec. 8 This section asked the participants for their preference in terms of how precise the data displayed in the
Fitbit app should be (cf. RQ1). In Q20, the participants were presented with alternative UI designs (as would
be seen in the Fitbit app) where, instead of a precise step count, they would be shown a step interval (see
Figure 1). In Q21, the participants were asked about the time span of data that they like to review when
looking at their historical data. In Q22, the participants were shown graphs representing different levels of
aggregation of their number of steps made throughout the week. The purpose of this block of questions
was to understand the potential for data minimization (cf. RQ1).

Sec. 9 This section asked respondents to make a drawing of how they thought their data was processed and
transferred across the various components of the Fitbit ecosystem. We asked the participants to draw this
by thinking about either step data or sleep data (cf. RQ3). Analyzing drawn mental models [69] has gained
traction in security and privacy research [49, 56, 64, 78]. Mental models are instrumental for analyzing
users’ tacit knowledge (i.e., subjective and implicit assumptions) about how things work. Such knowledge
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often cannot be easily verbalized [64]. To this end, we provided the respondents with a template (see the
template figure in Q23) including example elements they could use in their drawings.

Sec. 10 This section contained the Internet Users’ Information Privacy Concerns (IUIPC) [68], which measures the
respondent’s level of privacy concern (cf. RQ2).!?

Sec. 11 This section asked respondents whether they would be willing to participate in a (paid) follow-up interview
(see Section 3.5).

We initially designed the questions in English. Later, one of the authors translated them into French. Three
authors checked and revised the questions in French. To further refine the questions before deploying the survey,
we conducted two cognitive pre-tests with individuals outside our institution. Both individuals have used Fitbit
fitness trackers for several years and are fluent in French. One of the authors created a meeting over Zoom with
each participant and asked them to share their screens. Each participant was asked to rephrase each question
in their own words, to explain what each question was asking, and how they would answer it. The feedback
was used to clarify and improve the phrasing (e.g., for Q23 adjusting and clarifying the instructions for what
participants have to do), to change the available answer options (e.g., for Q14, replacing semantic options such as
‘Often’, with concrete ranges like ‘1-2 times per day’), and to adjust the formatting (e.g., emphasizing keywords
by making them bold and underlining them). The order of the answer options was randomized to avoid possible
carryover and presentation effects. The order of questions was chosen to avoid priming the participants. The
survey was developed and deployed using the Qualtrics online survey platform. Respondents filled the survey
online.

3.5 Interview Protocol and Participants Selection

In order to better understand our participants’ perception of Fitbit devices, we conducted semi-structured
interviews with 19 participants who completed the exit survey. Our goal was to delve deeper into three topics:
(i) their privacy concerns in general and with regard to the tracker, (ii) their views on the utility of the tracker,
and (iii) their mental models regarding the functioning of the Fitbit ecosystem and, in particular, regarding data
processing and transfer.

To develop the interview questions, we relied primarily on the exit-survey results. We identified the questions
that we wanted to explore in greater depth. We reviewed the proposed questions internally and then conducted
one cognitive pre-test with one of the individuals with whom we had done cognitive pre-tests for the exit survey.
We created a customized interview script for each participant, based on how they answered the exit survey.
During the interviews, for various questions, we showed the interviewees their answers to some questions in the
exit survey and asked them to elaborate further. This enabled us to capture the participants’ reasoning behind the
answers they gave in the exit survey. As the interviews were semi-structured, we adapted the interviews to what
the participant was saying during the conversation, we delved deeper where necessary and skipped questions
that we felt were no longer relevant. The protocol for the interviews is available on the Open Science Framework
repository.”

In order to increase the diversity of opinions about privacy issues relating to the trackers, we determined four
categories of participants, based on their tracker-wearing habits, as follows. Participants who:

G1. Frequently removed the tracker during the day and who rarely or never wore it at night.

G2. Frequently removed the tracker during the day and who often or always wore it at night.

G3. Rarely or never removed the tracker during the day and who rarely or never wore the tracker at night.
G4. Rarely or never removed the tracker during the day and who often or always wore it at night.

12We used only items (2), (3), and (6) to calculate the score, as suggested by the IUIPC developers [68, p. 353].
13See https://doi.org/10.17605/OSFI0/56EXZ, last accessed October 2021.
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We aimed to recruit two men and three women per group, thus roughly matching the gender distribution
of our entire pool of participants (see Section 3.7). However, not enough people from each group agreed to
be interviewed. We randomly sampled the participants from those who indicated they would be interested in
participating in follow-up interviews; we grouped them into the four aforementioned categories; and we looked
at their answers for Q10 to ensure a diversity of privacy concerns relating to fitness trackers.

We interviewed each participant individually. We conducted 14 in-person interviews and 5 Zoom interviews.
Some of our questions were related to the mental models that participants had drawn during the exit survey. The
interviews lasted ~ 40 minutes on average for each participant.

3.6 Coding Processes

3.6.1 Interviews. To analyze the interview data, we first transcribed the audio records. We read the transcripts
and selected the relevant quotes from the participants. Next, two authors developed the codebook with open
coding [89], thus labeling the selected quotes. Using the main topics arisen from our survey data (e.g., respondents’
concerns about data inference), we searched for individual narratives or anecdotes that could explain our survey
findings.

3.6.2 Mental Models. To analyze the mental-model data, we chose to focus on three aspects in order to gauge
how well the participants understand how information flows through the fitness tracker ecosystem. We phrased
these aspects as the following questions:

(1) Does the data go through the smartphone, tablet, or computer (i.e., henceforth a ‘connected device’)?
(2) Does the data go through the connected device to the server, then back to the connected device?
(3) Does the tracker receive non-relevant data?

Using these questions, we categorized the participants’ mental models into three main types: (i) correct models,
(if) incomplete models, and (iii) incorrect models. These three categories were derived from previous studies on
mental models (for examples in various contexts see: computer security [102], cryptocurrency [64], HTTPS [56],
and secure communication [1]). We will further explain these three categories in Section 4.3.

3.7 General Participant Statistics

The survey took an average of 32 minutes to complete. A total of 227 participants completed the exit survey.
Table 2 in Appendix C shows the participants’ distribution by age range and gender. Given that prior research
identified gender differences on users’ self-tracking practices [84] and their online privacy concerns [8, 85], it is
necessary to collect data from all genders. The distribution by gender was 63.0% female, 36.6% male, 0.4% prefer
not to answer. Women are over-represented in our sample, compared to the general population. Note that our
sample is consistent with the market trend of women being the majority of fitness-tracker users [84]. The ages of
the participants ranged from 18 to 33, with an average of 21.62 and a standard deviation of 2.57. The distribution
of the major fields of studies was quite diverse, as can be seen in Figure 14 (see Appendix C).

With regard to the privacy concern (IUIPC) scale, the average score was 3.19, with a standard deviation of
1.22 (the score could range between 0 and 6).!* We fitted the distribution of the TUIPC scores. We found it to be
closest to a Truncated Normal distribution (u = 3.21,0 = 1.31, a = —0.01, and b = 6.01). The p and o values are the
estimated expected mean value and the estimated standard deviation, respectively. The a and b values represent
the lower and upper, respectively, cutoff bounds for the distribution. This means that most of our participants’
privacy concerns were close to the average level. Figure 2 shows the histogram of the averaged IUIPC scores,
together with the fitted distribution.

14In the IUIPC 0 is the lowest level of concern, and 6 is the highest level of concern.

Proc. ACM Interact. Mob. Wearable Ubiquitous Technol., Vol. 5, No. 4, Article 181. Publication date: December 2021.



Are Those Steps Worth Your Privacy? Fitness-Tracker Users’ Perceptions of Privacy and Utility « 181:11

—— Truncated Normal (u=3.2,0=13,a= —-0,b=6)

Histogram

— 15.0%
g
a8
=1
g
3 10.0%
=
—
<
¥
[
]
g 5.0%
2
o
o
[=}
o
&

0.0%

0 1 2 3 4 5 6

Privacy Concern (IUIPC) Score

Fig. 2. Privacy concern (IUIPC), with fit.

In the exit survey, 119 participants agreed to participate in a follow-up interview. We interviewed 19 of those
participants. Table 3 in Appendix C shows the participants’ gender distribution per interview group. We did not
achieve our desired quotas per group.

Of our 227 participants, 220 of them submitted their drawings after answering the survey. We first made a
quality check and discarded four items because the photos that the participants sent us were not clear or because
the participants did not understand the drawing task correctly. Finally, we had 216 drawings to analyze.

4 RESULTS

In this section, we report the analysis of the data collected through our surveys and interviews. We organized the
findings according to the main themes of our study.

4.1 Participants’ Perceptions of the Utility of Fitness Trackers and Potential Privacy Protection
Mechanisms

We investigated users’ perceptions of the utility of fitness trackers to find potential areas for applying privacy-
protection mechanisms. In particular, we looked at applying data minimization by keeping data stored only locally
on users’ connected devices (e.g., smartphones). To do this, we asked participants about which interfaces they
used to browse their step or heart-rate data (Figure 3a), and sleep data (Figure 3b). The participants used primarily
their tracker and their smartphone to browse their step- and heart-rate data. A vast majority of participants never
used other' connected devices (85.8%) or Fitbit’s website (88.5%). The same trend can be observed with the sleep
data in Figure 3b.

During the interviews, we asked participants how they would respond to removing the synchronization feature
if it would improve their privacy. One interviewee said that they would not want to lose the synchronization
feature, whereas all the other interviewees said that they would either not be affected by it or would even prefer
to not have it.

To further our investigation for opportunities of data minimization, we looked at reducing the precision of
the collected data. We asked participants how useful they would find the fitness tracker if it showed less precise
information. Figure 4a shows how receptive participants are to being shown their step count in intervals rather
than having a precise number. From our participants, 31.7% would find 100-step intervals to be useless compared
with having the precise number. Furthermore, 55.1% and 74.4% of the participants would find intervals of 1,000
steps and 2,000 steps to be useless compared to the precise number. During the interviews, most participants

150ther than the device used for synchronizing the tracker.
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Fig. 3. Frequency of use of each interface to checking step or heart rate (left) and sleep (right) data (N = 227). Sleep data
cannot be checked directly on the tracker.

explained that having step intervals makes them feel like they are missing out on information and that they
would have a hard time tracking their fitness progress. [female, 20 y.o.]: “I want the precise result at the end of the
day, I would feel like I was missing something if it was an interval, because I would have a poor understanding of my
step counts.”

We also asked our participants if they would prefer to have aggregated daily totals, or be able to see them
broken down into blocks of steps over time counts. Figure 4b shows that overall participants are indifferent
between the options we provided, as they responded positively to each one. During the interviews, 21.1% of the
interviewees said that they look mainly at the total steps per hour, 73.7% said that they look mainly at the total
per day, and 5.3% said that they do not look at the step count rather at the total distance traveled and the number
of active minutes. When we asked them to elaborate on their preferences, the participants who preferred more
detailed information said that they like having as much information as possible. [male, 20 y.0.]: “The more details
the better. I like stats, 'm interested in seeing that, comparing my different activity levels.” The participants who
preferred aggregated data explained this by saying that they just wanted to know if they had been sufficiently
active during the day. [female, 25 y.0.]: “I mostly look at the total number of steps per day, per weekend, and per
week. I like to compare the days with each other. I have little interest in more detail.” In summary, we found that,
overall, data aggregation is a well received strategy for data minimization. However, some fitness-tracker users
(e.g., self-quantifiers) might still want granular data.

4.2 Awareness, Beliefs, and Concerns Regarding Privacy Risks

We investigate the privacy perceptions of the participants. Figure 5 depicts the proportions of participants for
each level of self-reported privacy awareness. We observed that more than half of the participants (58.1%) think
that they are at least slightly aware of the privacy risks associated with fitness-trackers.
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Fig. 5. Participant self-reported awareness of privacy risks associated with fitness trackers (N = 227).

In order to understand the beliefs of the participants about the personal information that can be inferred,
we asked them to report the precision that they think several types of sensitive information could be inferred
from fitness tracker data. As shown in Figure 6a, a large majority of the participants realized and indicated that
age, sexual activity, menstrual cycles, and drug consumption could be inferred from fitness tracker data with
a moderate (or higher) precision. The participants’ opinions diverged regarding personality traits. Almost all
participants thought that religion, political views, and sexual orientation could not be inferred from fitness tracker
data.

When we asked the participants to explain their intuitions about the privacy inferences, one of them mentioned,
[female, 21 y.0.]: “[Age, Illegal drug consumption, etc.] are inferable because they are physiological data types.”
Whereas, the participants saw no link between their fitness data and non-physiological types of information
such as ‘religion’ and ‘political views’. Furthermore, several participants think certain types of information can
be inferred accurately. [female, 21 y.0.]: “... because they can be entered in the app.” This indicates that there could
have been a misunderstanding of what ‘inference’ is, as compared to having access to the data directly.
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Fig. 6. Participants perceived precision of inferring various types of sensitive information and their level of worry if those
types of information could be inferred accurately. *The results for menstrual cycles were calculated only for participants who
reported their gender as female.

Figure 6b depicts the levels of concern regarding privacy inferences of different types of information. The
types of information that a majority of participants were concerned (i.e., for which participants reported being at
least ‘moderately worried’) about are personality traits (61.7%),!° Socioeconomic status (60.8%), political views
(56.8%), alcohol and tobacco consumption (52.4%), sexual activity (50.7%), and illegal drug consumption (50.7%).

During the interviews, the most often cited reasons for worrying about these types of information were related
to avoiding targeted advertising (e.g., [male, 21 y.0.]: “... being manipulated by targeted advertising.”) and fearing
social rejection by peers or family members (e.g., [female, 20 y.0.]: “... my family would not approve if they knew I
did that [alcohol and drug consumption].”).

Age and gender were the attributes that participants were the least worried about, wherein 68.7% of the
participants said they were not at all worried about their age being inferred and 71.8% said they were not worried
about their gender being inferred. In the interviews, some participants reported that they were typically not
worried about these types of information as they can be easily observed. Age and gender need to be provided
when creating a Fitbit account. Hence, the participants’ willingness to create one to participate in the study is
another indicator that they are not worried about them.

Surprisingly, many participants reported not being worried about if their sexual orientation or religion could
be inferred. During the interviews participants told us that they were not worried because they live in a “... safe
country.” (mentioned by [male, 25 y.o.], [male, 21 y.o0.], [male, 20 y.o.]). However, if they were to live in a country
where they could be subject to persecution, then they would be very concerned. For example, a Muslim participant
said [male, 20 y.0.]: “...if I lived in [redacted] I would be very concerned about my religion being inferred.” 1
conclusion, our ﬁndlngs showed that the users’ concerns about the inference of certain types of information (e.g.,
religion and sexual orientation) are highly dependent on the conditions in their country of residence.

16This is consistent with [52].
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4.3 Understanding of the Information Flow in the Fitness-Tracker Ecosystem

We analyzed the mental-model drawings based on the aforementioned criteria (cf. Section 3.6.2). In terms of the
elements used in the mental-model drawings, 40.3% of the participants depicted only the three essential elements
in their drawings, including a tracker, a smartphone (or a tablet), and a Fitbit server. The remaining 59.7% used
additional elements, including personal computers or laptops (86.3%), items related to the Internet (18.3%, e.g.,
other servers, Wi-Fi routers, data centers, or ISPs), and others (3.1%, e.g., satellites'” and third-party apps).

Our findings showed that only 20.8% of the participants have the correct mental model. The correct model
should contain at least a tracker, a connected device, and Fitbit servers (cf. Appendix A). The correct flow of
information is where information flows from the tracker to the connected device, from the connected device to
the servers, and finally, from the servers back to the connected device in order to visualize the analyzed data (see
an example in Figure 7a). Note that the tracker could not receive the processed data (e.g., sleep graph), and could
only receive limited information from the connected device. For instance, the tracker receives information for
configuration and status updates (e.g., during the synchronization process, to update the time and calendar, or to
receive notifications on the tracker).

The remaining 79.2% of the participants drew either incomplete or incorrect mental models. For the incomplete
mental models (24.6%), we found three types of minor mistakes in the participants’ drawings:'® (i) 16.2% of the
participants think that the flow of information between their tracker and smartphone is one-sided (e.g., Figure 7b).
This is incorrect because the tracker can also receive information from connected devices such as notifications,
as mentioned above (cf. explanation of the correct model). (ii) 6.5% of the participants think that their tracker
can receive the processed data from a connected device. The trackers do not receive processed data (e.g., sleep
graphs); and such data is visualized on a connected device (via the Fitbit app) or on the Fitbit website. (iii) 1.9%
of the participants think that information always flows from their smartphone to the Fitbit servers and that no
information is sent back to their smartphone. In other words, the participants think all the processing of their
data occurs on their smartphone and not on the Fitbit servers.

For the incorrect mental models (54.6%), we distinguish four types of technical misunderstandings: (i) The most
common misunderstanding (28.7%) was for participants thinking that their tracker can directly contact the Fitbit
servers without passing through their smartphone, by using Bluetooth, WiFi, or satellites (e.g., Figure 7c).!? (ii) The
second most common misunderstanding (19.4%) was related to the participants who thought their trackers receive
the processed data directly from the Fitbit servers. (iii) The least common misunderstanding (1.9%) was from the
participants who think their fitness data goes from their tracker to their smartphone, from their smartphone to
their computer, and then from their computer to the Fitbit servers. But in fact, smartphones or computers can
directly connect to both the trackers and the Fitbit servers; and they cannot exchange the information with each
other.?’ Last, the remaining 4.6% of the mental models included combinations of the mistakes mentioned above.

We also considered if participants illustrated any recipients or third-party elements in their drawings. Such
elements can reflect the participants’ privacy concerns and their perceptions regarding potential threats. Roughly
1 out of every 10 (11.1%) participants reflected their privacy concerns in their drawings. Among these participants,
33.3% drew third-party organizations that, such as giant tech companies, could utilize their data without obtaining
their consent. 29.2% of the participants mentioned that the fitness company could sell their data to their business
partners. Participants also suspect that advertising agencies (12.5%) or insurance companies (4.2%) are buying
their data. 8.3% of the participants drew intelligence agencies (e.g., the CIA) that could exploit fitness data for

7Note that three drawings had the satellite element. Only one of them used a satellite for sending fitness data. The other two were for
positioning (i.e., GPS).

18We designated the models with only one minor mistake as incomplete.

Dnterestingly, one participant (0.5%) thought the tracker and the Fitbit server connect via satellites (e.g., Figure 7d).

20Note that a computer with Bluetooth technology can directly connect to the tracker without requiring a USB dongle.
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Fig. 7. Samples of the participants’ mental models: (a) a correct model, (b) an incomplete model, (c) an incorrect model, (d)
an interesting mistake, (e) an (incomplete) model depicting third-party threats.

their benefit (e.g., Figure 7e). The remaining 16.7% believe that their data was used for research purposes, to
collect statistics by governments (e.g., census), and was shared on online social networks.

During the follow-up interviews, we showed participants their own drawings and asked which part(s) of
their drawing they think can cause privacy risks and why. More than half of the interview participants (52.6%)
mentioned Fitbit servers as the vulnerable part in their drawing. Most of these participants mentioned security
issues, in which Fitbit servers could be penetrated by hackers. The second most reported reason was the lack
of trust in the fitness-tracker company, as it could sell users’ fitness data to third parties. The participants also
mentioned a lack of control over their data. [female, 25 y.o.]: “I have no control over my data on the Fitbit server,
I will never know what has really been done with my data there.” One participant also mentioned that wearing
fitness trackers could have some implications in totalitarian countries, as the government could access the servers
and track some users.

26.3% of the participants had concerns about how their data is communicated from their tracker to their
smartphone, and subsequently to the Fitbit servers. Some participants think that Bluetooth is not a secure
connection and can be attacked. [male, 21 y.o.]: “The Bluetooth version used with the tracker is not secure, it is not
encrypted and is easy to hack, especially because it is always activated.” Some others mentioned that there are
security issues with Wi-Fi connections. [female, 19 y.o.]: “When data is sent from my smartphone to the server
using Wi-Fi. If that [Wi-Fi] is hacked by someone they could get my information [the participant drew a man in
the middle].” Some participants pointed to the Internet, in general, as being insecure; but they could not give a
concrete example of threats. [female, 20 y.0.]: “My information can be hacked when it is exchanged between the
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Fig. 8. Various actions that participants had taken that can either preserve or reduce their privacy (N = 227).

server and my smartphone because the server location is far, and [I’'m] not sure where compared to the smartphone or
tracker.”

Some participants said that their own devices were the vulnerable parts in their drawings, including their
trackers (10.6%), smartphones (26.3%), and computers (15.8%). Overall, these participants thought that adversaries
could attack these devices because they collect or store their data. Last, one participant (5.3%) mentioned that
every single point in the drawing is a potential source of risk. We also observed that most of the participants
were not able to give concrete examples of threats.

In conclusion, our findings show that (i) most of the fitness-tracker users have either incomplete or incorrect
mental models, (ii) only a small portion of the fitness-tracker users reflected privacy concerns or security threats
in their drawings, and (iii) although the interview participants mentioned many points in their drawings, they
perceived fitness-tracker servers as the most vulnerable and concerning part. We will discuss these findings and
the potential implications for design in Section 5.3.

4.4 Privacy-Preserving Actions

We further analyze whether the participants took various privacy-related actions, and more specifically whether
they removed their fitness trackers throughout the day and whether they wore them at night.

Figure 8 shows the number of participants that performed each type of privacy-related action. A minority of
participants performed these actions. The two most common actions were changing the privacy settings in their
accounts (22.0%) and changing the security settings in their accounts (13.7%).

During the interviews, we asked participants whether they were aware of the existence of such options within
the Fitbit app and/or website. Most of them said that they were not aware of the existence of the options/functions
(e.g., [female, 25 y.0.]: “I didn’t know that you could do that [change your privacy settings]”); others said they were
not interested in using them (e.g., [male, 24 y.0.]: “I did not see the point in doing that [giving access to a third party
application].”).
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Fig. 10. General and privacy-related reasons for removing the fitness tracker during the day .

Figure 9a shows how often participants reported removing their Fitbit tracker during the day. A majority of
participants (62.1%) reported removing the tracker only to recharge it. One third of the participants reported
removing their trackers once or twice per day. Few participants (4.9%) removed their tracker three or more times

per day.

Figure 10a shows the general reasons, and Figure 10b shows the privacy-related reasons for removing the
tracker during the day. Most of the participants reported that they removed their trackers for reasons other
than privacy. For example, 33.0% of the participants reported removing their trackers to recharge them, 21.1%
removed the device for hygiene reasons, and 16.3% removed their device because they were “forced” to (e.g.,
for security checks at airports). Only 5.7% of the participants said they removed the tracker for privacy reasons.
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Fig. 12. Participants’ perception regarding the sensors embedded in the fitness tracker and privacy protection (N = 227).

Out of those who reported removing the tracker for privacy reasons, 92.3% mentioned taking a shower.?! The

A There could be some overlap between the participants reporting removing the tracker for hygiene reasons in the general reasons and

showering in the privacy reasons. Although showering in and of itself might not be a private activity, the participants can engage in private
activities while showering (e.g., sexual activities).
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second most common privacy-related reason was engaging in sexual activity (46.2%), e.g., one participant wrote
in the free text field, [male, 24 y.0.]: “... because [ was masturbating.” During the interviews, the participants who
removed the tracker frequently told us that it was mainly to recharge it, to avoid getting it wet, or because it was
uncomfortable. This is inline with the survey results.

We analyze how frequently participants wore their fitness tracker at night.** Figure 9b shows the participants’
self-reported the frequency of wearing at night. The results show that more than half of the participants wore the
tracker almost every night during the study. Furthermore, only 5.7% of the participants reported ‘never’ wearing
the tracker at night.

We asked the participants for which reasons they did not wear their trackers at night. Figure 11a shows that
the majority (67.4%) of the users reported recharging the fitness tracker as one of the reasons they did not wear
it. The other two most often mentioned reasons were forgetting to wear it (39.6%) and finding it physically
uncomfortable (33.5%). As with the daytime removal results, only 5.7% of the participants reported removing
the trackers for privacy reasons. From these participants, 46.2% reported not wearing it to avoid bothering their
partner, 23.1% said that they did not want to have their sleep data recorded, and 15.4% reported that they had
consumed illegal drugs (see Figure 11b). Almost one third of the participants (30.8%) wrote in the text field
sexual activity, or to hide that they were staying up all night, or going out with friends. During the interviews,
several participants mentioned being concerned if other people could find out about their nocturnal activities.
One participant did not want to have her fitness tracker data recorded when she attended a rave party at night.
[female, 20 y.0.]: “I took it off because I went to a rave [at night] and I didn’t want any data to be collected at that
time, any type of data, about me but also about others”

Next, we asked our participants which sensors they believe are present in the fitness tracker, and which
sensors they would disable to protect their privacy (see Figure 12a). Correctly, almost all participants (97.8%)
reported that the fitness tracker has a heart-rate sensor. In contrast, only 7.9% participants mentioned that the
fitness tracker has an accelerometer which is used to detect physical movements (e.g., step count, running) [26].
Erroneously, a majority of participants believe that their fitness tracker has an embedded GPS (65.2%) and/or
a thermometer (59.5%) sensor. Surprisingly, a few participants reported that they believe their tracker has a
camera (0.9% participants) and/or a microphone (1.8% participants)®*. Almost half of the participants (45.4%
participants) expressed their desire to disable the GPS sensor on their tracker. Roughly one in ten participants
(9.3% participants) mentioned that they would disable their heart-rate sensor.

We asked the participants how useful an option to disable sensors would be in terms of preserving their privacy.
Figure 12b shows that more than half of the participants (59.9%) would find such option ‘slightly’ to ‘extremely’
useful.

t'22

5 DISCUSSION

In this section, we discuss our findings about users’ perceptions of the utility of their fitness trackers, and we
highlight opportunities for designing privacy-preserving techniques in the context of data minimization. We also
discuss the results that shed light on fitness-tracker users’ perception about personal-data inference, and their
understanding of the fitness-tracker ecosystem.

22Note that we did not instruct participants to wear the trackers at night.

23Note that even though the fitness tracker we provided did not have a microphone, some new Fitbit smartwatches (e.g., Versa 3) indeed have
built-in microphones. The results show that some participants were not aware of the differences between fitness trackers and smartwatches.
But it is likely that in the future, fitness trackers will also be equipped with microphones.
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5.1 Opportunities for Data Minimization — RQ1

Our findings show that, to browse any of their fitness data, most participants do not use the website or additional
connected devices other than their main mobile phone. Hence, there is a high potential for data minimization by
removing the online synchronization feature (i.e., not sending the fitness data to Fitbit servers). Note, however,
that online synchronization is also used for data backup and some data processing. Removing the online synchro-
nization functionality without a large effect on the utility of fitness trackers for users would be possible only
for step and heart-rate data, as it seems that sleep data is processed on Fitbit’s servers and not locally on the
tracker or smartphone. Hence, users who perceive much utility from recording their sleep data could be unwilling
to exchange utility for privacy. An alternative solution could be modular synchronization, wherein a user can
select which data is synchronized. This could be implemented in the privacy-settings section of the companion
app/Fitbit website, where a user would be presented with an list describing which data would be synchronized
and why, and next to it there would be a toggle button to enable or disable synchronization for that data.

Furthermore, fitness tracker companies usually have a vested interest in not reducing the data flow from
their users. For example, having the capacity to collect more user data is part of Fitbit’s value proposition for
business-to-business (B2B) customers [31].2* Fitbit uses this data to improve its own products and services.
Furthermore, it provides services and access to user data to third parties (such as employee-health monitoring for
employers [29]). Therefore, the most likely way to enforce such a change would be via government regulations,
such as the GDPR. For instance, new legislation could force fitness-tracker companies to make centralized data
collection an ‘opt-in’ option. This would enable privacy-concerned users to still use the device without affecting
their utility.?®

We found that it could be acceptable to only offer the largest level of data aggregation for step counts (i.e.,
the total per day) without negatively affecting the participants’ perceptions of the tracker’s utility. Hence, an
alternative approach to data minimization could be to store only the users’ aggregated step data on the servers.
However, Fitbit might not want to reduce their data flow. But as the data flow is not cut-off entirely, Fitbit might
be more willing to accept such a change. This could be implemented as either a standard for all users, or as an
opt-in option available in the privacy settings.

Our findings indicate that adopting step intervals, instead of the precise number of steps, would not be an
acceptable data-minimization strategy, as it would greatly harm the users’ perception of the tracker’s utility.
Even though the precise number would be still available on the bracelet, our participants were not willing to
accept a reduction in the accuracy of the reported step data in the connected fitness app installed on their mobile
phone. Their reticence towards step intervals could be explained by the endowment effect [46], or more broadly
by Prospect Theory [47]. The participants can view the loss of accuracy as a loss from their current reference
point, hence they do not want to accept it without any apparent gain.

In conclusion, the overall best solution to protect users’ privacy in terms of data minimization would be to
stop the centralized data collection. Government regulation would be beneficial for enforcing fitness tracker
companies to no longer collect all their users’ data. As for more granular-data minimization, users do not want to
have obfuscated step counts, hence this is likely not the best avenue for protecting users’ privacy. However, users
could be open to having only their aggregated daily total-step counts stored on the companies’ servers.

24‘Business-to-business’ refers to when a given company sells their products and/or services to other companies, rather than directly to
consumers [55, pp. 20-21].

25N.B. some fitness-tracker manufacturers offer the option to enable/disable specific or all online synchronization and data-processing features
(e.g., Garmin Connect offers the option to disable all or some data synchronization and processing features). Some of those manufacturers’
devices even process all of the data on the tracker/smartwatch (e.g., Garmin’s Venu 2 smartwatch performs sleep analysis on the device itself).
Hence making this be an industry standard should be feasible.
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5.2 Beliefs and Concerns Regarding Privacy — RQ2

Our participants thought that physiological types of information can be inferred with at least moderate precision,
whereas non-physiological types of information such as religion cannot be inferred precisely. Our participants’
beliefs could be related to their knowledge of the sensors embedded in the device and of the links between
the personal information and the data collected by these sensors. Our interview participants mentioned that
they tend to identify more direct and concrete links between personal characteristics and physiological data. For
instance, it is well-known that age is correlated with heart rate, which can be captured by the embedded optical
heart-rate sensor. Similarly, sexual activity, and to some extent drug consumption (which is known to influence
gait 7, 70, 97]), is directly linked to movement, which can be captured by the embedded accelerometer. This
could explain the relatively large proportion of participants who realized that these two pieces of information
(i-e., age and sexual activity) could be inferred with high precision.

However, for religion, participants might have followed the reasoning that “there is no sensor for religion” and
that there is no physiological difference between two individuals with different religions. Yet, what the participants
failed to realize is that physiological data (e.g., movement) contains behavioral information (e.g., wake-up time),
which is affected by personal aspects such as religion. Previous studies demonstrated that a person’s religion
could be inferred with a reasonable accuracy from the electric consumption profile of their household, which
reveals their activity: for instance, Muslims would wake up earlier for breakfast during Ramadan [58, 98, 103].

Our participants showed little to no concern with regard to age and gender being inferred. However, for all
other types of information we presented, the participants showed varying degrees of concern. The participants’
general lack of concern about age and gender being inferred accurately is in line with findings in a previous study
where participants reported being comfortable sharing these types of information [34]. However, the participants’
lack of concern with regard to religion and sexual orientation was surprising. This can be explained by two
factors. Firstly, the country in which the study took place has a low crime rate and few violations against sexual
and religious minorities. Consequently, the negative repercussions of such information being disclosed could be
limited. Secondly, the participants did not believe that these two types of sensitive information (i.e., religion and
sexual orientation) can be inferred from fitness tracker data. The participants underestimate the potential for
discrimination based on the types of sensitive information we presented them with [24].

Our participants’ lack of understanding of potential threats implies that there is a need for privacy education.
Privacy education could be given inside of the companion app, such as having simple and clear descriptions in
the privacy settings that explain what sort of privacy risks a person would be exposed to if a given feature were
to be enabled [4]. Beyond this, including privacy education in school and university curricula could be another
way to inform people of privacy issues beyond only fitness trackers. Furthermore, the participants’ underlying
assumption that they are currently not at risk, does not mean that in the future the social or political climate will
not change to where they would be at risk. Therefore, it is important to provide a perspective that the situation
will not always remain the same.

5.3 Mental Models and Implications — RQ3

Our findings revealed that only one-fifth of the participants had the correct mental model of how the fitness
tracker ecosystem functions. These participants had the essential understanding, hence they might be more
knowledgeable about the privacy consequences of their device use. However, the vast majority of the participants
had either incorrect or incomplete mental models. We found that half of our participants had incorrect mental
models. This finding confirms related work about how fitness-tracker users lack awareness [4, 6, 62, 101, 108].
However, our paper sheds light on users’ technical misunderstandings and how some of these misunderstandings
can imply potential privacy misconceptions and dangerous behavior. For instance, most of the participants
with the incorrect mental models erroneously thought that their fitness tracker can communicate directly and
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bilaterally with Fitbit’s servers, without requiring any connected device. Such beliefs have potential risks, as
these participants could underestimate the privacy and security risks associated with their connected devices: for
example, users could use their smartphone to provide access to malicious third-party apps without considering
the associated risks. This finding might explain why more than half of the interview participants mentioned
Fitbit’s servers as the most vulnerable element in the fitness-tracker ecosystem, neglecting the potential risks
associated with their connected devices.”®

Considering the incomplete mental models, most of these participants had misunderstandings about the
information flow between their trackers and connected devices (e.g., trackers can receive processed fitness data).
This could be explained by earlier findings [90] that most of the users cannot distinguish the differences between
raw and processed data. It is noteworthy to mention that we did not find any potential privacy-threatening
scenarios associated with the incomplete mental models.

On a different note, our interview participants recognized different elements as vulnerable points in the
fitness-tracker ecosystem. Most of these participants mentioned the fitness tracker company servers because
they think the servers are not secure enough or simply because the users do not trust the company, and/or they
think the companies might provide their fitness data to third-party organizations (e.g., advertisement agencies,
insurance companies, intelligence agencies) for monetary benefits. This result contradicts with some recent
findings [6, 108] that users trust the fitness tracker companies.?” The participants also mentioned that different
connection protocols (e.g., Bluetooth) are vulnerable and they can be penetrated by attackers. This conception is
supported by earlier literature [18] that shows that Bluetooth traffic of the fitness trackers can be used to infer
the users’ activity levels thus to identify them. Our participants also mentioned that their smartphones could be
hacked by attackers. However, the participants never mentioned themselves (i.e., users) as responsible parties,
in the sense that they might take wrong privacy decisions. Indeed, users’ voluntary behaviors [6, 101], such as
sharing fitness data in social network platforms or granting access to other fitness applications, are important
risk factors. Our participants also never mentioned anything about how they would manage their previously
provided access (e.g., revoking access after using a third-party application). Only one-tenth of the participants
used visual elements to illustrate any third-party organizations in the fitness-tracker ecosystem, thus showing
that they have a limited understanding of the existing threats in the fitness-tracker ecosystem [4, 6, 108].

We believe that better media coverage, such as more tech news and educational video tutorials, could be helpful
to enhance fitness-tracker users’ mental models. However, we also suggest redesigning the existing interfaces
(e.g., mobile apps) so that they inform the users with incorrect mental models about the potential privacy and
security risks. One example could be redesigning fitness apps to visualize how fitness information flows across
different devices and that the potential privacy risks are associated with any user action. Such a design could
empower users with incorrect mental models to make informed privacy decisions [102].

5.4 Removing the Tracker or Disabling a Sensor for Privacy Protection — RQ4

Our findings showed that, surprisingly, the majority of our participants did not view the removal of their trackers
as being a privacy-preserving action. The reasons for removing the tracker during the day were rarely privacy-
related. However, a few participants did attempt to remove their trackers specifically to protect their privacy.
This is indicative of the privacy concerns being sufficiently high that the participants were willing to forgo any
utility gained from using the fitness tracker. Based on the privacy calculus theory, the perceived privacy loss can
greatly outweigh the perceived utility gain of using the fitness tracker [35]. Our findings also showed that, in
general, the participants did not seem to remove their trackers at night for privacy reasons. Instead, we observed

%Earlier studies assessed the security vulnerabilities in the fitness-tracker ecosystem [16, 25, 71]. As a result, we could conclude that our
participants mistakenly thought that their smartphone is more secure than the fitness-tracker company servers and that their vulnerability
assessment is not realistic.

27Users might trust the companies’ honesty, but not their ability to protect the servers.
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that the participants have a clear preference for recharging their trackers at night when they sleep. In conclusion,
we speculate that, for several reasons, most our participants did not consider removing their fitness trackers for
privacy protection: (i) they were not sufficiently concerned with their privacy, (ii) they might be overly confident
in their understanding of the privacy risks associated with wearing their tracker all the time, or (iii) they might
not realize the benefits that such actions can have on their privacy.

With regard to disabling sensors in the Fitbit Inspire HR for privacy protection, many participants mentioned
that they would disable the GPS sensor. This implies that most of the participants have concerns about their
location being tracked, nevertheless, they have limited understanding about the embedded sensors in their
trackers.? This is in line with earlier studies showing that fitness-tracker users usually consider their location
data to be sensitive [73? ] and that they could perform a privacy-preserving action to hide their location. Although
most of the participants would use the option of disabling the GPS, a minority of participants would use such
an option for other sensors (e.g., to disable the accelerometer to hide the step count). We should also note that
our participants’ lack of ability to identify some sensors in the tracker could be related to the use of technical
language. For instance, ‘accelerometer’ is not a commonly used word in the daily language.

In conclusion, the participants showed a desire to disable (certain) sensors in their trackers, yet most of them
were not interested in removing the entire tracker for privacy protection. Perhaps our participants thought that
the privacy-utility trade-off would be more reasonable when disabling some sensors, compared with removing
the tracker. In particular, as the participants were mainly concerned about their location being tracked, they were
interested in disabling the GPS sensor in their tracker to protect their privacy. For trackers that would contain a
GPS sensor, having the option to disable it would be useful in order to enable users to be able to use the device as
they choose.

5.5 Limitations and Future Work

Our study has some limitations. First, given that we used our university’s participant pool, we recruited only young
participants. Fitness-tracker users from other age groups might have different requirements and perceptions. For
example, older adults have different attitudes toward adopting the fitness trackers [51], and they might also have
different privacy attitudes [50]. The over-representation of young people in our sample could limit the external
validity of the study. Thus, our findings must be interpreted with caution and should not be generalized to other
age groups. Future studies can include a broader age range. For example, it could be interesting to study the
mental models of older users of fitness trackers to better understand the similarities and differences between
older and younger users.

Some of our participants mentioned during the interviews that they had their own fitness tracker before the
study, and they stopped using it to participate in our study. Whereas, others mentioned they had never used
a fitness tracker before the study. Unfortunately, we did not collect participants’ fitness-tracker experiences
before the study, so we are not able to observe a relationship between their previous fitness tracker usage and
its perceived utility, and their privacy attitudes and mental models. However, we believe that the four-month
period is a relatively fair amount of time for the novice participants to adopt the trackers and reflect on their
daily experiences (e.g., an earlier study [83] showed that after one month of using fitness trackers, users master
their devices and begin perceiving benefits from them). In the future, it would be interesting to study how the
experiences of participants with fitness trackers and their technical background would lead to different types of
mental models. Although such research has been done in other domains (e.g., the comparison between the mental
models of Internet administrators and end-users [56]), it has yet to be studied in the context of fitness tracking.

28 Fitbit Inspire HR does not include a GPS sensor, and it uses the connected GPS feature, in which it utilizes from the GPS sensor of a
connected device.
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Our participants were given the tracker devices to participate in a data-collection study. This deliberate
participation in the study might have slightly influenced their fitness-tracking practices and utility/privacy
perceptions. However, we think such an effect is negligible, as the length of the study was sufficiently long that
the participants were able to become accustomed to the conditions of the study. An alternative approach to
minimizing such effects would be to conduct a cross-sectional study by observing a population that already
uses their ‘personal’ fitness trackers. However, such a data collection method has ethical issues and privacy
implications for the study participants.

6 CONCLUSION

In this paper, we have presented a study wherein we distributed fitness trackers to more than two hundred
participants and recorded their fitness data over a period of four months. At the end of the four-month period,
we performed an exit survey with 227 participants; we asked questions related to users’ perceptions of privacy,
utility, and fitness-tracker functioning. To better contextualize and understand the reasoning behind the answers
to the exit survey, we interviewed 19 survey respondents. During the interviews, we asked questions to explore
the participants’ privacy concerns, the perceived utility of fitness trackers, and their mental models of the fitness-
tracker ecosystem. Our work provides an empirical contribution about how fitness-tracker users perceive the
utility of their device. Our findings show a high potential for implementing data minimization that would enable
certain privacy risks related to fitness trackers to be avoided. Nonetheless, this would be subject to fitness-tracker
companies willingness to implement such changes and to accept the reduced data-flow by removing features
such as synchronization with company servers. We contribute to furthering the comprehension of how users
understand the privacy risks of fitness trackers and their functioning. We have shown that, overall, fitness-
tracker users think that sensitive information cannot be inferred from their fitness tracker data. In particular, the
participants thought that only information that is directly linked with the sensors that they believe to be present
in their tracker (i.e., information related to physiological data) could be inferred. Our mental-model analysis
shows that most of the participants have an incomplete or incorrect understanding of how the fitness-tracker
ecosystem functions, and some of their misconceptions could have further privacy implications.
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A FITBIT ECOSYSTEM

Figure 13 shows a diagram of the Fitbit tracker functions. The Fitbit Inspire HR contains two sensors, viz., an
optical heart rate and a 3-axis accelerometer used for motion pattern tracking [26, p. 42]. To synchronize, an
Android phone or tablet, an iPhone or iPad, or a Windows 10 device must be used [30]. From here on ‘connected
device’ will be used to refer to a device that can be used to synchronize. Synchronization can only begin if the
user’s connected device has an active internet connection [33]. In the case of Android phones, GPS location
must also be enabled to synchronize [32]. The Fitbit tracker synchronizes with a user’s connected device using
Bluetooth [30]. The connected device then sends the data to Fitbit’s servers [30]. Only recent data is cached on
the connected device, hence, when the user wants to view older data on their connected device, the connected
device will download the user’s historical data from Fitbit’s servers [72]. The same applies when displaying the
data on another connected device. The connected device can also send data to the tracker. For example, it can
send firmware updates [26, 72], notifications [26, p. 20], alarms [26, p. 23], and so on. If a user has allowed a 3rd
party application to access their Fitbit account, then the 3rd party application’s server will communicate with
Fitbit’s server and download the user’s data [27, 28]. The user should then be able to view their Fitbit data in
the 3rd party application. If a user allowed Fitbit to access their account on a 3rd party application, then Fitbit’s
server will access the 3rd party application’s server and download the user’s data from it. Depending on the type
of 3rd party application, it could also upload data to a user’s Fitbit account.

Fitbit Appona
Fitbit Tracker Connected Device Fitbit Servers Web Dashboard
[Bluetooth] = [Internet] on a Computer
_— (vl — [Internet] R
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display
(processed) data
[HTTP APl with Fitbit App on
OAuth] [Internet] a Different
Fetch and p ted
Third Parties download  display onnecte

Device

Third Party Servers Fitbit data. (processed) data —
Third Parties upload
(WL p— their data to Fitbit’s Servers.
:éﬂ
(11— o)

Fig. 13. Fitbit ecosystem functioning diagram.
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B SURVEY TRANSCRIPT

Table 1. Survey guide.

Survey sections Question numbers Research questions

Sec. 1 Q1,02 Demographics
Sec. 2 Q3,04 RQ2 & RQ4
Sec. 3 Q5, Q6, Q7, Q8 RQ3 & RQ4
Sec. 4 Q9, Q10 RQ2

Sec. 5 Q11, Q12,Q13 RQ1

Sec. 6 Q14, Q15, Q16 RQ4

Sec. 7 Q17,Q18, Q19 RQ4

Sec. 8 020, 021, Q22 RO1

Sec. 9 Q23 RQ3

Sec. 10 Q24 RQ2

Sec. 11 Q25 Interview Participation

Note: Coding rules and section labels are colored in gray (they were not visible to respondents).

Sec. 1. Demographics
Q1. With which gender do you identify?
O Female
O Male
O Other [please specify] [ ] (text)
QO Prefer not to answer

Q2. In which faculty/school are you studying?
O Faculty of Theology and Sciences of Religions (UNIL — FTSR)
O School of Law (UNIL)
O School of Criminal Justice (UNIL — ESC)
O School of Public Administration (UNIL — IDHEAP)
O Faculty of Arts (UNIL)
O Faculty of Social and Political Sciences (UNIL — SSP)
O Faculty of Business and Economics (UNIL — HEC)
O School of biology (UNIL — FBM)
O School of medicine (UNIL — FBM)
O Faculty of Geosciences and Environment (UNIL — GSE)
O Architecture (EPFL)
O Environmental Science and Engineering (EPFL)
O Civil Engineering (EPFL)
O School of Computer and Communication Sciences (EPFL)
(O Chemistry and Chemical Engineering (EPFL)
O Mathematics (EPFL)
O Physics (EPFL)
O Electrical Engineering (EPFL)
O Mechanical Engineering (EPFL)
O Life Science Engineering (EPFL)
O Microengineering (EPFL)
(O Materials Science and Engineering (EPFL)
O School of Life Sciences (EPFL)
O Other

Sec. 2. RQ2
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Q5.

Q6.

N

Q7.
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To what extent do you think you are aware of the privacy risks associated with using a fitness tracker, such as the Fitbit Inspire
HR tracker that you have worn during the study?

O Extremely unaware

O Moderately unaware

O Slightly unaware

(O Neither unaware, nor aware

O Slightly aware

O Moderately aware

O Extremely aware

. Which of the following actions have you carried out over the course of the previous 4 months?

(check all the options that apply)

*Without counting the ISPLab application used to collect your data in the context of this study.

Read Fitbit’s Terms of Service

Read Fitbit’s Privacy Policy

Changed the privacy settings for my Fitbit account (for example, modifying the visibility of my personal data)
Changed the security settings of my Fitbit account (for example, changing the password)

Gave access to third party application (for example, Amazon Alexa or RunKeeper) to my Fitbit account

Gave Fitbit access to one of my social media accounts

Removed a friend from my Fitbit friends list

Shared one of my badges or achievements through the Fitbit application

RQ3 & RQ4
According to you, which sensors are present in the Fitbit Inspire HR tracker that you have worn during the study.

OoOoooooood

(check all the options that apply)
GPS

Thermometer

Accelerometer

Camera

Microphone

Heart rate sensor

Blood oxygenation sensor
Altimeter

Other [please specify] [ ] (text)

Ooooooooon

Imagine that you have the possibility to disable certain sensors in your Fitbit tracker. Which ones would you disable?

(check all the options that apply)

[Only the items checked in Q5 are shown here.]
O GpPs

O Thermometer
O Accelerometer
O Camera

O Microphone
[0 Heart rate sensor

O Blood oxygenation sensor
O Altimeter

O Other [please specify]

Could you briefly explain why you would deactivate certain sensors?

[ (text)

. If temporarily disabling certain sensors in your Fitbit tracker was possible, how useful do you think it would be to protect

your privacy?

O Extremely useless

O Moderately useless

O Slightly useless

(O Neither useless, nor useful
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O Slightly useful
O Moderately useful
O Extremely useful
Sec. 4. RQ2
Q9. Imagine that you have not entered any personal information in your Fitbit profile.

To what extent (that is, with what precision) can each of the following types of information be inferred based on the data collected
from your Fitbit tracker?

Row options:

- Age

- Gender

- Religion

- Sexual orientation

- Personality traits

- Socioeconomic status (for example, revenue)

- Political views

— Menstrual cycles (for example, date of start, duration, absence, pregnancy)
- Illegal drug consumption (for example, cannabis, cocaine)
— Alcohol and tobacco consumption

- Sexual activity

Column options:

O Not at all precise
O Slightly precise

O Moderately precise
O Very precise

O Extremely precise

Q10. To what extent would you be worried if the following types of information could be inferred accurately based on the data
collected by your Fitbit tracker?

Row options:

- Age

- Gender

- Religion

- Sexual orientation

- Personality traits

- Socioeconomic status (for example, revenue)

- Political views

— Menstrual cycles (for example, date of start, duration, absence, pregnancy)
- Illegal drug consumption (for example, cannabis, cocaine)
— Alcohol and tobacco consumption

— Sexual activity

Column options:

O Not at all worried
O Slightly worried

O Moderately worried
O Very worried

O Extremely worried

Sec. 5. RQ1
Q11. Fogr2 each of the following types of data, indicate to what extent you find the data useful for your self-tracking.
*This data is not collected by the Fitbit Inspire HR tracker.
Row options:
— Number of steps

— Type and duration of exercise/activities (e.g., running, swimming)
— Heart rate
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- Quality and duration of sleep
- Weight*

- Number of floors walked*
Other [please specify] [ ] (text)

Column options:

O Extremely useless

O Moderately useless

O Slightly useless

O Neither useless, nor useful
O Slightly useful

O Moderately useful

O Extremely useful

Q12. With which frequency do you use the following devices/platforms to look at your step count and your heart rate collected by
your Fitbit tracker?

Row options:
- Fitbit application on your smartphone
— Fitbit tracker
- Fitbit website
— Fitbit application on another connected device (e.g., tablet)
- Other [please specify] [ ] (text)
Column options:

O Never

O Alittle

O Moderately

O Alot

O Always

Q13. With which frequency do you use the following devices/platforms to look at the sleep data collected by your Fitbit tracker?

Row options:
- Fitbit application on your smartphone
- Fitbit website
- Fitbit application on another connected device
- Otbher [please specify] [ ] (text)
Column options:

O Never

O Alittle

O Moderately

O Alot

O Always

Sec. 6. RQ4
Q14. Think about a typical day during the study.

With what frequency have you taken off your Fitbit tracker over the course of a typical day?
O Never (I only took it off to charge it)

O 1-2 times per day

O 3-4 times per day

O 5-6 times per day

O More than 6 times per day

Q15. [Only shown if ‘Never (I only took it off to charge it)’ was not selected in Q14.]
Normally, for which reasons or in which situations did you remove your Fitbit tracker during the day?

(check all the options that apply)
I took it off:

O To charge it

O To not dirty it
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Q16.

Sec. 7.
Q17.

Q18.

Q19.
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Due to physical comfort (it was bothering me)

To avoid electromagnetic radiation (e.g., Bluetooth)

For aesthetic reasons

Because I was forced to (e.g., airport security, during an exam)

For hygiene reasons

To take a nap

Because I did not see the point in tracking my activity at that point in time
Other [please specify] [ ] (text)

Due to privacy reasons

Someone close to me asked me to (e.g., a friend)

OoOoooooooon

[Only shown if ‘Due to privacy reasons’ was selected in Q15]
In the case where you have removed your Fitbit tracker during the day for privacy reasons, please indicate the reasons/situations.

(check all the options that apply)

Because:

I was in the bathroom

I was engaged in sexual activity

I was having a private conversation with someone

I was taking a shower

I was in a private place

I was consuming illegal drugs (for example, cannabis, cocaine)
Other [please specify] [ ] (text)

I was consuming alcohol or tobacco

Someone asked me to

OoOooooooon

RQ4
During the study, with which frequency did you wear your Fitbit tracker at night (i.e., when you were sleeping)?
O Never
O Several nights per month
O Several nights per week
O Almost every night (I only missed several nights during the study)
O Every night

[Only shown if ‘Every night’ was not selected in Q17]
For which reasons did you not wear your Fitbit tracker at night (i.e., while you were sleeping)?

(check all the options that apply)

Ididn’t wear it:

To charge it

Due to physical comfort reasons (it was bothering me)
To avoid electromagnetic radiation (e.g., Bluetooth)
For aesthetic reasons

For hygiene reasons

Because I forgot to wear it

Other [please specify] [ ] (text)

I did not see the point to track my sleep that night
Due to privacy reasons

Someone close to me asked me to (e.g., a friend)

OOoooooooon

[Only shown if ‘Due to privacy reasons’ was selected in Q18]
In the case where you decided not to wear your Fitbit tracker at night (i.e., while you were sleeping) for which privacy reasons,
please indicate these reasons/situations.

(check all the options that apply)
Because:

O Because I had consumed illegal drugs
O Other [please specify] [ ] (text)

O To avoid recording my sleep data
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O It was bothering my partner

Sec. 8. RQ1
Q20. Imagine that you have walked 6362 steps today!

TODAY

) 8
6362

Steps

When using the website or Fitbit mobile application to check your step count, to what extent would you find the following
displayed intervals useful, rather than the precise step count?

Note: you could still see the precise number on your Fitbit tracker.

Row options:
- Intervals of 100 steps

TODAY

Between

6300

and

6400
Steps

- Intervals of 500 steps

TODAY

Between

6000

and

- Intervals of 1000 steps

TODAY

Between

6000

and

7000
Steps
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- Intervals of 2000 steps

TODAY

Between

6000

and

Column options:
O Useless compared to the precise number
O A lot less useful than seeing the precise number
O Less useful than seeing the precise number
O Slightly less useful than seeing the precise number
O As useful as seeing the precise number

Q21. With which frequency do you look at the following types of data on the website or Fitbit application?

Row options:

— The current day (today)
— The current week

— The current month

- The current year

— The entire history

Column options:
O Never
O Several times per month
O Several times per week
O Almost every day
O Every day

Q22. Currently (on the website or mobile application), Fitbit supplies your data in intervals of 1min. To what extent would you find the
following intervals sufficient for your personal tracking?

Row options:
- Total for every 15min

\
w1 P J .,HJ s mﬂ

~ Total for every 6h
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- Total per day

7,000

Column options:

O Not at all sufficient
O Slightly sufficient

O Moderately sufficient
O Very sufficient

O Largely sufficient

Sec. 9. RQ3

Q23. Please draw an image showing how you think your [Randomly assigned based on gender: step data or sleep data] is processed and
transferred over the internet.

Do not forget to include and label all the pertinent elements of your drawing, including: the Fitbit tracker, Fitbit’s servers, and
Fitbit’s application on the smartphone.
Instructions:

(a) Look at the following sample drawing.

(b) Please note that the example image is just an example and is not related to Fitbit.

(c) You can find suggested elements below the example.

(d) You do not have to use all the icons. You can also add icons.

(e) Please draw your diagram on a blank A4 sheet of paper.

(f) Take a photo of your drawing.

(g) Send your photo by e-mail to noe.zufferey@unil.ch with the following subject: “(Random Unique User ID)”.
Note: We will not judge your drawing abilities, nor your technical understanding.
Do not spend more than 5min on the drawing.
When sending the drawing choose between medium and high quality.

E xow,aic;: Printt ng o clocument at the wivers ity

Computer Printer
Josumm‘.‘
SQ“J f‘\'- 'rln+
wtus.
stutus. Sen J Hhe
document
\
(Ll —9)
(11— —oO )
(v — o))
Printing Server
Fitbit tracker Smartphone Computer Fitbit Server Direction of data
- /—\ exchange
(@ —_63 —
;J x —Q ) E&——
Co —9a)
O I confirm having drawn and sent the drawing

Sec. 10. RQ2
Q24. Indicate to which extent you agree with the following statements:

Row options:
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- All things considered, the Internet would cause serious privacy problems.”

— Compared to others, I am more sensitive about the way online companies handle my personal information.
- To me, it is the most important thing to keep my privacy intact from online companies.

— Ibelieve other people are too much concerned with online privacy issues.

- Compared with other subjects on my mind, personal privacy is very important*

— Iam concerned about threats to my personal privacy today.

Column options:

O Strongly disagree

O Disagree

O Somewhat disagree

O Neither agree nor disagree

O Somewhat agree

O Agree

O Strongly agree

Sec. 11. Interview Participation
Q25. Would you be interested in participating in additional interviews?

If you are chosen, you will have the possibility to decline the invitation. You will be paid 25 CHF per hour.
O Yes.

O No.

O Not sure. I would need additional information.

C PARTICIPANTS STATISTICS

Engineering
Arts (n=10) (n=15) Architecture &
Geosciences Civil Eng.
(n=13) n=15)

Computer & Comm.
Sciences (n=14)
Law & Public

Administration Life Sciences
(n=30) (n=9)
Basic Sciences
(n=8)

ee——-=m Other (n=2)

Biology &
Medicine (n=30)
Business &
Economics
(n=49)

Social
Political
Sciences (n=32)

Fig. 14. Participants’ field of study. Shades of blue represent participants from UNIL, and shades of red represent participants
from EPFL.
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Table 2. Age and gender distribution of survey participant.

Age Range Female Male Other Gender Total

18-21 90 47 1 138
22-25 42 30 0 72
26-29 7 4 0 11
30-33 4 2 0 6

Total 143 83 1 227

Table 3. Distribution of the interviewees per gender and the interview group.

Group Female Male Other Gender Total
Potential Recruited Potential Recruited Potential Recruited Potential Recruited
G1 3 1 1 0 1 0 5 1
G2 3 2 2 1 0 0 5 3
G3 13 6 11 4 0 0 24 10
G4 113 3 64 2 0 0 177 5
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